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HOJIMTUKA
000 «TEOaxenT»
B OTHOIIIEHUH 00PadOTKM MEPCOHAIbHBIX JAHHBIX

1. TepMuHBI M OonIpeAe/IeHUA

1.1TlepconanpHble TaHHBIC - JTI00as HHPOPMAIUS, OTHOCSIIASICS K MPSIMO WIIH
KOCBEHHO ONPEICICHHOMY WIH ONpenenseMoMy (GU3NYECKOMY JHIY (CYObeKTy
NEPCOHAIBHBIX JAHHBIX).

1.2.0mepatop - TOCYHAapCTBEHHBI OpraH, MYyHUIMIAIBHBIA  OpraH,
IOPUINYECKOE WK (PU3UUECKOEe JIUI0, CAMOCTOSITEIPHO MM COBMECTHO C JAPYTUMHU
JUIIAMH  OpTaHM3yIoIue W (WJIM) OCYIIECTBISIONIME OOpabOTKY TEePCOHATBHBIX
JAHHBIX, @ TAKXKE OIpPENEAIONINe eI 00pabOTKHU MEePCOHAIBHBIX JITaHHBIX, COCTaB
NEPCOHAIBHBIX  JIAaHHBIX, MOJUIeKalMX 00paboTke, JelcTBUS  (omepalun),
COBEpIIIAEMBIE C [IEPCOHATBHBIMU JIaHHBIMH.

1.3.00paboTka MepcoOHAIBHBIX JaHHBIX - JII0OOE neicTBHE (ormepaius) Wid
COBOKYITHOCTh JE€MCTBHI (omepanuii), COBEpLIAEMbIX C HCIOJb30BAHUEM CPEICTB
aBTOMATU3allUd WM 0€3 HCIOJIb30BAHUA TAKUX CPEACTB C IEPCOHAIbHBIMU
JaHHBIMHU, BKJIIOYas cOOp, 3aluCh, CUCTEMATH3aLUIO, HAKOIUJICHHE, XpaHEHHE,
yTOuHeHHE (OOHOBJICHHE, W3MEHEHHE), W3BJICUCHHE, HCIOJIb30BaHUE, Mepeaady
(pacnpocTpaHeHue, MPEIOCTaBICHHUE, [OCTYM), OO0e3IUYuBaHue, OJIOKUPOBAHUE,
ylajeHue, yHHUTOKEeHNE TIePCOHATbHBIX JaHHBIX.

1.4.ABTomMaTu3upoBaHHasi 00pabOTKAa MEPCOHANBHBIX IAaHHBIX - 00paboTKa
MEPCOHANBHBIX JAHHBIX C TOMOIIBIO CPEJCTB BRIYMCIUTEILHON TEXHUKH.

1.5.PactipocTpanenne mepcoHaIbHBIX JaHHBIX - JICHCTBUS, HANIPaBICHHBIE Ha
pacKpbITUE MEPCOHATIBHBIX IaHHBIX HEOIPEIEICHHOMY KPYTY JIUILI.

1.6.IlpenocTaBnenre NepcoHANbHBIX JAHHBIX - JEUCTBUS, HANpPaBJICHHbIC HA
pPacKpbITUE TMEPCOHAIBHBIX JAHHBIX OINPEACIIEHHOMY JIMIY WJIH ONpEAEeIEHHOMY
KpYTy JIMII.

1.7.brnokupoBaHre NEPCOHAIBHBIX JaHHBIX - BPEMEHHOE MpPEKpalleHUe
00paboOTKM TEPCOHATBHBIX JAHHBIX (32 HMCKIIOYEHUEM CIydaeB, eciii 00paboTka
HEoO0X0Ma JIJIsl yTOUHEHUS IEPCOHANIBHBIX TaHHBIX).

1.8.YHUUTOKCHNE IEPCOHATBHBIX JAHHBIX - JICUCTBUSA, B Pe3yIbTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOYKHBIM BOCCTAHOBUTBH COJICP)KAHUE TMEPCOHAJBHBIX TAaHHBIX B
WHPOPMAITMOHHON CHCTEME MEPCOHANBHBIX JaHHBIX U (W) B Pe3ylbTaTe KOTOPBIX
YHHUTOXKAIOTCA MaTepUaIbHbIC HOCUTEIH MEPCOHATBHBIX TaHHBIX.

1.9.00e3n1urBaHrie TNEPCOHANIBHBIX JaHHBIX - JEHCTBUA, B pe3yJibTare
KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIIOJIb30BaHUSA JOIMOJIHUTEIHHON
uHGOpPMAIIMU OMPENEIUTh MPUHAICKHOCTh MEPCOHANBHBIX JAHHBIX KOHKPETHOMY
CYOBEKTY MEPCOHATbHBIX JaHHBIX.

1.10.indopmarmonHas cucTeMa NEPCOHATBHBIX JAaHHBIX - COBOKYITHOCTb
coJepKalmxcss B 0a3ax MaHHBIX MEPCOHANBHBIX JAHHBIX M 00ECMEUYMBAIOIIMX HX
00paboTKy MH(OPMALIMOHHBIX TEXHOJOTHI 1 TEXHUYECKUX CPEACTB.



1.11.TpancrpanuyHasi mepegadya IMEPCOHANBHBIX JaHHBIX - Iepejayda
NEPCOHANIbHBIX JAHHBIX Ha TEPPUTOPUIO MHOCTPAHHOI'O TOCYAApCTBA OpraHy BIACTH
WHOCTPAHHOT'O FOCyAapcTBa, HHOCTPAaHHOMY (PU3UYECKOMY JIUIY WJIM MHOCTPAaHHOMY
IOpUINYECKOMY JIUILY.

2. Ha3zHayeHHe U MpaBOBasi OCHOBA JOKYMeHTa

[Tomutuka OOO «TEOgpent» (manee mo Ttekcty — Opranusanus) onpeaeisieT
CUCTEMY B3IJISZIOB Ha TNpoOsieMy oOecrieueHus O€30MacHOCTH IMEePCOHATBHBIX
JAHHBIX U MPEJCTABISET CO00M cHUCTEeMaTHU3MPOBAaHHOE M3JIOKEHHE Iiesiel M 3a7ad
3aIlUThI, KaK OJHO WJIM HECKOJIbKO IMPaBUJI, MPOUEAYDP, MPAKTUUYECKUX MPUEMOB U
PYKOBOJSIIIUX MPUHIUIIOB B 00J1aCTH MH(POPMAIIMOHHOW 0€30MacHOCTU, KOTOPHIMU
pykoBojacTByeTcs OpraHuzaiusi B CBOEH JESITENBHOCTH, a TaKKe OCHOBHBIX
NPUHIIUIIOB TIOCTPOCHUS, OPTaHU3AIMOHHBIX, TEXHOJOTMYECKUX M MPOIEAYPHBIX
acIeKkToB oOecreueHus1 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX.

3akoHOAATENbHOW OCHOBOM Hacrtosmen [lomutukn austorcs Konctutyius
Poccuiickont ®@enepanuu, ['paxkngaHckui, YTONOBHBIM KM TpynoBOW KOIEKCHI,
Oenepanbabiii 3ak0H 0T 27.07.2006 Ne 152-03 «O mnepcoHaNbHBIX JAHHBIXY,
3aKOHBI, YKa3bl, TOCTAHOBIICHHUS, APYTHe HOPMATUBHBIC JOKYMEHTHI JCHCTBYIOIIETO
3akoHozarenscTBa Poccuiickoit @enepanmu, 1okyMeHTel PCTIOK nu ®Ch Poccum.

Ucnons3oBanne paHHOW [lonMTMKM B KadyecTBE OCHOBBI U1 MOCTPOECHHUS
KOMITJIEKCHOM CHUCTEMbl MH(POPMAIMOHHON 0€30MacHOCTH TMEPCOHATBHBIX JaHHBIX
OpraHu3alliy MMO3BOJUT ONTUMHU3UPOBATH 3aTPAThl HA €€ TTOCTPOCHHE.

[Ipu pazpabotke IlomUTHKM YYUTHIBAIMCH OCHOBHBIC MPHUHIIUIBI CO3/IaHUS
KOMITJIEKCHBIX CUCTEM OOecIiedeHus: 6€30MacHOCTH HH(POPMAIINH, XapaKTEPUCTUKU U
BO3MOYKHOCTH OPTaHU3aIlMOHHO-TEXHHYECKIUX METOJIOB M COBPEMEHHBIX armapaTHO-
MPOTrPAMMHBIX CPEACTB 3alllUTHl W TMPOTHBOJEUCTBHS yrpo3aM O€30MacCHOCTH
uH(popManuu.

OcHOoBHble mTOJIO)KEHUs [loIMTHKKM 6a3upyloTCd Ha KadeCTBEHHOM
OCMBIC/IEHUM BOMNPOCOB 0€30MacHOCTU HHPOpMALMM U He 3aTparuBaroT
BOIIPOCOB  3KOHOMMUYECKOTO (KOJIMYECTBEHHOT0) aHajJM3a pUCKOB U
000CHOBaHMS HEOOXOAMMBIX 3aTPaT Ha 3alUTYy UHPOPMALMH.

3. OCHOBHBIMM O0BEKTAMH CHCTEMbI 0€30MACHOCTH TMEPCOHAIbHBIX
JAHHBIX B OPraHU3aIUM SABJISIIOTCH:

—  uHGOPMAIMOHHBIE PECYpPChl C OTPAHUYECHHBIM JIOCTYTIOM, COJEpPKaIlne
MepCOHAIbHbIE JaHHBIC;

— mpouecchl 00paOOTKH MEPCOHANBHBIX JAHHBIX B HH()OPMALMOHHBIX
CHUCTEMaX IEepPCOHANBHBIX MaHHBIX OpraHu3anuu, WHOOPMAIIMOHHBIC TEXHOJIOTHH,
pErJIaMeHThI U MPOIeTyphl cOopa, 00padOTKH, XpaHEHHUs U Mepeaadn uHQopMaIii,
MEepPCOHANl Pa3padOTYMKOB U TOJH30BATEICH CHUCTEMBI U €€ OOCITyKMBAIOUTUI
TIePCOHAT;

— uvHopManMoHHas MHOPACTPYKTypa, BKJIYaAlOIAsd  CUCTEMbI
00pabOTKM MU aHaJM3a MHPOpPMaLMH, TEXHUYECKHE U NPOrpaMMHbIe CpeCcTBa
ee 00pabOTKH, TMepejayd W OTOOpPaKeHHs, B TOM 4YMUCJI€Ee KaHaJbl
MHQOPMALLMOHHOTO OOMeHa M TeJeKOMMYHHUKALlMM, CUCTEMBI U CpenAcTBa
3alUMThl MHPOPMALMU, OOBEKTbl M MOMEUIEHUS], B KOTOPBIX PACHOJIOXKEHDI
TEXHUYECKHUE CPeJICTBA 00pabOTKHU NEPCOHATBbHBIX JAHHBIX.



4. UHTepecsl 3aTparuBaeMbiX CYObeKTOB WHGOPMaALMOHHBIX
OTHOLUEHUM

CyobekTaMM HMHG(POPMALMOHHBIX OTHOLIEHMM NpU obecrneyeHUu
06e30MacHOCTHY NepCOHANbHBIX JaHHbIX OpraHu3anuu sBJISKTCA:

—  Opranusanus, Kak COGCTBEHHUK HHPOPMAaLMOHHBIX PECYPCOB;

—  PYKOBOACTBO U COTpyAHUKM OpraHusalud, B COOTBETCTBUHU C
BO3JIOKEHHBIMHU Ha HUX QYHKLUAMUY;

— (Qu3uYecKUe ML, He ABJAOIIMeca COTpyAHUKaMu OpraHusanuy,
HO MMEKLUMHU C HEX OTHOIIEHHUS.

[lepeuncyieHHbIe CyO'bEKTHI MH(POPMaLlMOHHbIX OTHOLUEHUH
3aMHTepecOoBaHbl B 00eCleYeHUH:

—  CBOEBPEMEHHOI0 [0CTyna K HeoO0XOJWMbIM HUM MepCOHAJbHBIM
JlaHHBIM (UX LOCTYNHOCTH);

—  JOCTOBEPHOCTHU (IOJIHOTHI, TOYHOCTH, aIeKBAaTHOCTH, L€JIOCTHOCTH)
IepCOHAJIbHBIX JJaHHBIX;

—  KOHOQUJeHLHUAJBbHOCTU (COXpaHEHUsT B TalHe) IepCOHAJbHBIX
JlaHHBbIX;

— 3alllMThl OT HaBA3bIBAHUS MM JIOKHBIX (HEJOCTOBEPHBIX,
M CKa)KeHHbIX) IepPCOHA/IbHBIX JJaHHBIX;

— pa3rpaHUYeHUs OTBETCTBEHHOCTHM 3a HapylleHWs WX I[paB
(MHTepecoB) W yCTAaHOBJIEHHbIX IMpaBUJ O6pallleHUus] C MepCOoOHaJbHbIMU
JlAaHHBIMU;

— BO3MOXHOCTH OCYILECTBJIEHUSI HENPEepPbIBHOTO KOHTPOJSI M
yIpaBJieHUs NpoLeccaMy 00paboTKU U epeiayy NEPCOHATbHbIX JAHHBIX;

—  3alllUThI IEPCOHAJIBHBIX JAHHBIX OT HE3aKOHHOTO PacIpPOCTPaHEHHUS.

4.1. llenu 3alUThHI

4.1.1.0cHOBHOM T1IelBIO, Ha JOCTH)KEHHUE KOTOPOM HaIlpaBJIEHbl BCE
noJio’keHust Hactosimien [lonuTuku, sBnsieTcs 3amuTa cyObeKTOB HHPOPMAIIHOHHBIX
otHomieHn# OpraHu3ali OT BO3MOXKHOTO HAHECEHUS WM MAaTepUAIbHOTO,
¢bu3nYecKoro, MOpaTbHOTO WM HMHOTO Yyiiep0a, MOCPEICTBOM CIy4ailHOTO WJIH
IpeTHAMEPEHHOTO BO3CHCTBYS HA MIEPCOHATIBHBIC JaHHBIC, NX HOCHTEIH, MPOIIECCHI
00paboOTKH U Mepeaayu.

4.1.2.YxazaHHas 1eb  JIOCTUTAETCS  TOCPEJACTBOM  OOECICUCHUS W
MOCTOSTHHOTO MOJJIEP>KaHUs CIEIYIOIINX CBOWCTB MEPCOHAIBHBIX JaHHbBIX:

—  JIOCTYMHOCTH TEPCOHAIBHBIX JAHHBIX JUISl JIETAIBHBIX TOJIb30BaTeNeh
(ycToitunBoro (hyHKIIMOHUPOBAHUS MHPOPMAIMOHHBIX cucTeM OpraHuzaiuu, Mpu
KOTOPOM  TIOJIb30BAT€I  HMMEIOT  BO3MOXKHOCTH  TOJyU4EHHUs  HEOOXOIUMBIX
MEPCOHANBHBIX JAaHHBIX W PE3ylbTaTOB PEIICHUS 3a7ad 3a MpHEeMIIEMOe I HHUX
BpeMsi);

—  IEJOCTHOCTM W AyTEHTUYHOCTH  (NMOATBEP)KIEHUE  aBTOPCTBA)
MEPCOHANBHBIX JaHHBIX, XPAaHUMBIX M 00pabaThiBaeMbIX B WH(OOPMAIMOHHBIX
cucremax OpraHu3anuu 1 repeiaBaeMoi Mo KaHajaam CBSI3U;



—  KOH(MIEHIMAIbHOCTH - COXPAHEHUs B TailHE ONPEJEIECHHON 4YacTH
NEPCOHANBHBIX JaHHBIX, XPAHUMBIX, 00pabaThIBaEMbIX U MepeAaBaeMbIX MO0 KaHAIaM
CBSI3H.

Heobxoaumblit ypOBEHb JIOCTYIIHOCTH, 11eJIOCTHOCTHU )|
KOH(QUAEHIIMa/IbHOCTHU [IepCOHAJIBHBIX JlAaHHBIX obecneynuBaeTcH
COOTBETCTBYIOLIMMU MHOXXeCTBY 3HAYMMBbIX YyI'PO3 METOJAMU U CPeiCTBAMHU.

4.2. OCHOBHBIEe  3a7la4yd  CHUCTEeMbl  obOecledeHHUsT  6E30MaCHOCTH
IIepCOHAJIbHBIX JJAHHBIX

JUis  MOCTHIKEHWST OCHOBHOM II€TTM 3allUThl M OOECHEYeHHUs YKa3aHHBIX
CBOMCTB MEpPCOHANBHBIX JaHHBIX cHCTeMa oOecredeHus HHPOPMAIIMOHHOM
Oe3omacHoctn OpraHuzaimu  JOJDKHA obOecrieuynBaTh d()PEKTUBHOE peEIICHUE
CJIEIYIOLIUX 3a/a4:

—  CBOEBPEMEHHOE BBISBICHHE, OLIEHKA M TPOTHO3MPOBAHHE HCTOYHHKOB
yrpo3 HHQOPMAIMOHHON 0€30IacHOCTH, NMPUYMH U YCIOBHUH, CIIOCOOCTBYIOIIHX
HAHECEHMIO yliep0a 3anHTEPECOBaHHBIM CYyObEeKTaM UH()OPMAIIMOHHBIX OTHOIIECHUH,
HapyILICHUIO HOPMaJbHOrO  (YHKIMOHMPOBAHMS HH(OPMALMOHHBIX  CHUCTEM
Opranuzanuu;

— CO3[aHME MEXaHW3Ma OIEpPAaTUBHOTO pEarupoBaHUS HA  YIPO3BI
Oe3omacHoCcTH HH(OPMAIIMY U HETAaTUBHBIC TEHACHIINN;

—  CO3[aHWe YCIOBUH IS MHHMMM3AINA W JIOKAJIH3aI[Md HaHOCHMOTO
yuiepba HENpaBOMEPHBIMH JACUCTBUAMHU (PU3NYECKUX M IOPUAMYECKUX JIMIL,
ocnabjieHMe HEraTMBHOIO BIUSHUS U JIMKBUAALUS TOCJIEICTBUN HapyLICHUs
6e3omacHocTu MH(pOpMAIUY;

— 3alIMTy OT BMENIaTeabCTBA B NIpoLEcC  (PYHKIIMOHUPOBAHMS
UHPOPMAIIMOHHBIX ~ cUcTeM OpraHu3alMd  MOCTOPOHHUX  JHI  (JIOCTYNm K
UHPOPMAIIMOHHBIM pecypcaM JOJDKHBI HMMETh TOJBKO 3aperucTpUpOBAaHHBIC B
YCTaHOBJICHHOM TOPSIIKE MOJb30BaTElN );

—  pasrpaHMyeHHe JOCTyNa TMojb3oBaTeNel K  WHGOPMAIMOHHBIM,
anmapaTHbIM, TNPOTPAMMHBIM U HMHBIM pecypcam Opranuzauuud (BO3MOXHOCTh
JIOCTyNa TOJBKO K TEM pecypcaMm U BBINOJIHEHMsI TOJBKO T€X ONEpaluil ¢ HUMH,
KOTOpbIe HEOOXOJUMBbI KOHKPETHBIM TIOJb30BATENSIM JUISL BBINOJHEHUS CBOUX
CITy>K€OHBIX 00S3aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

— ofecrieueHue AayTEeHTHU(PUKAUUU TOJb30BaTeNel, YYacTBYIOIIUX B
UH(QOpPMAITMOHHOM OOMeHe (TOATBEpX ACHUE TMOJJIMHHOCTH OTIPAaBUTENS U
noJtyvaresis uHpopMalun);

—  3aIIUTy OT HECAaHKIMOHUPOBAHHOW MOAM(PHUKAIMU HCIOIB3YEMBIX B
uHGOPMAILMOHHBIX cucTeMax OpraHu3alnuy MPOrpaMMHBIX CPEJICTB, a TAKXKE 3aIUTY
CUCTEMbl ~ OT  BHEAPEHUS  HECAHKIMOHHMPOBAHHBIX  NIpPOrpamMM,  BKJIIOYas
KOMIBIOTEPHBIEC BUPYCHI,;

—  3aUMTy UHPOPMAlUU OTPAHUYEHHOTO MOJIb30BAHUS OT YTEYKU IO
TEeXHUYEeCKHMM KaHaslaM IIpU ee 00paboTKe, XpaHEHUHU U llepejadye N0 KaHa/laM
CBA3M.

4.3. OCHOBHbIE NYTH pellleHus 3a/a4 CUCTEeMbI 3alUThI

[locTaBrneHHbIE OCHOBHBIE LIENU 3AIIUTHI U PEIICHUE MEPEYUCICHHBIX BBIIIE
3aJ1a4y TOCTUTArOTCA:



—  CTPOTHM YYETOM BCEX MOJIeKAIINX 3aIIUTE PECYPCOB MH(OPMALIMOHHBIX
cucrem Opranuzanuu(uHpopMaIum, 3aaad, JOKYMEHTOB, KaHaJIOB CBS3H, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PaOOYMX MECT);

—  KYpHQIMPOBAHUEM JNEUCTBUI [IepcoHaIa, OCYILECTBIISIOLIETO
oOCIy)XMBaHHE ¥ MOAU(PHUKAIMIO TMPOTPAMMHBIX U TEXHMYECKUX CPEJCTB
MH(POPMALIMOHHBIX CUCTEM;

—  TOJHOTOW, PEAJBHOM BBINOJHUMOCTBIO UM  HENPOTUBOPEUYHBOCTHIO
TpeOOBaHUI OPraHM3alMOHHO-PACTIOPSIIUTENBHBIX JOKYMEHTOB OpraHuzauuu IO
BOIpocaM obecreueHus: 6€301acHOCTH HHPOpMaLny;

—  TOJArOTOBKOM JOJKHOCTHBIX JIMI[ (COTPYIHHMKOB), OTBETCTBEHHBIX 3a
OpraHU3allii0 U OCYLIECTBIEHUE MPAKTUUYECKUX MEPONPUATHA MO OOECIIEUEHHIO
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX U MPOLIECCOB UX 00pabOTKH;

—  HaJIEeIGHUEM KaXJO0ro COTpPYyJIHHUKA (MOJb30BaTENIsl) MHHUMAJIBHO
HEOOXOJUMBIMU JUIsl BBIIIOJIHEHUS UM CBOMX (DYHKIMOHAQJIBHBIX O00s13aHHOCTEH
MOJIHOMOYMSIMHU 110 IOCTYITy K MUH(QOPMAIIMOHHBIM pecypcam Opranusaiuu;

—  YETKUM 3HAHUEM U CTPOTUM COOJIIOJICHUEM BCEMHU IOJIb30BATEIIAMU
MH(OPMAIMOHHBIX CUCTEM OpranuzanuutpeOoBaHu OpraHu3aluOHHO-
pacropsiIUTENbHBIX JIOKYMEHTOB 10 BOINpocaM oOecrnedeHuss Oe30MacHOCTH
uH(popManuu;

—  IIEpCOHAJBHOM OTBETCTBEHHOCTBIO 32 CBOM JEHCTBHS  KaXIOro
COTPYIHHUKA, B PAMKaX CBOMX (DYHKIIMOHAIbHBIX 00513aHHOCTENH UMEIOIIET0 AOCTYII K
uH(pOPMaIMOHHBIM pecypcaM OpraHuzaluu;

—  HEINpEepbIBHBIM MOAJEPKaHUEM HEOOXOAMMOI0 YpPOBHS 3alUILEHHOCTU
AJIIEMEHTOB MHPOPMALMOHHOM cpeapl OpraHu3aluu;

—  IOpuUMEeHEeHHEeM (U3MYECKUX M TEXHUYECKHX (IIPOrpaMMHO-aNMnapaTHbIX)
CPEICTB 3alllUThl PECYpCOB CHCTEMbl M HEMPEPHIBHOM aJIMUHHUCTPATUBHOMN
MOJJIEP>KKOM MX UCIIOJIb30BAHUS;

—  3(hQeKTUBHBIM  KOHTpPOJEM HajJ  COOJIOJCHHUEM  IIOJIh30BATEIISIMU
uH(OPMAITMOHHBIX  pecypcoB Opranuzanuu TpeOOBaHUNW TI0  OOECreYeHHUIO
6e3omacHocTU MH(DOpMAIUY;

—  IOpUAUYECKOU 3alUTOU MHTEPECOB OpraHusayuu npu
B3aMMOJ€MCTBUM C BHELIHUMMHU OpraHu3ayusaMy (CBA3aHHOM C OOMeHOM
NepCOHAJbHBIMU JJaHHBIMHM) OT MPOTHUBONPABHBIX JEHMCTBUH, KaK CO CTOPOHBI
3TUX OpraHUM3alul, TaK H OT HECAaHKIMOHHUPOBAaHHBIX [eMCTBUH
00CIYy>KUBAIOLLEero lepcoHasia ¥ TPeThUX JIULI.

5. IlocTpoeHue cuctembl, obecnevyeHUusi 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX
Opranuzannu, u ee yHKIMOHUPOBAHUE
JOJKHBI  OCYILIECTBIISAITBCSI B COOTBETCTBUU CO CJEAYIOIIMMU OCHOBHBIMH
NPUHIIUTIAMHU:

—  3aKOHHOCTb;

—  CUCTEMHOCTB;

—  KOMIUIEKCHOCT;

—  HEIPEpPBIBHOCTH;

—  CBOEBPEMEHHOCTb;



—  TPEeEeMCTBEHHOCTb U HEMPEPHIBHOCTh COBEPIIICHCTBOBAHMUS;

—  pa3yMmHas JOCTaTOYHOCTH (IKOHOMHUYECKAs 1IeJIeCO00Pa3HOCTB);

—  TIepCcOoHaJbHAs OTBETCTBEHHOCTH;

—  MUHHUMUJ3AIUS ITOJITHOMOYHH;

—  HCKJIIOYeHHE KOH(PIUKTA HHTEPECOB,;

—  B3aWIMOJICHCTBHE U COTPYIHUYCCTRO;

—  THOKOCTH CHCTEMBI 3aIlMUTHI;

—  OTKPBITOCTh QJITOPUTMOB U MEXaHU3MOB 3aIIUTHI;

—  TIPOCTOTa MPUMEHEHHUSI CPEJICTB 3aIUTHI;

—  00OCHOBaHHOCTH M TEXHUYECKAS PEATH3yEeMOCTbh;

—  cHernuanu3anys 1 mpodeccruoHanmsm;

—  0053aTeNIBbHOCTH KOHTPOJIA.

5.1. 3aKOHHOCTb

[Ipeanonaraer OCYHIECTBICHUE 3allMTHBIX MEPONPUITHH U pa3pabOTKy
CHUCTEMBI OE€30MaCHOCTH TMEPCOHAIBHBIX JaHHBIX OpraHu3ariid B COOTBETCTBHH C
JEeUCTBYIOIUM 3aKOHOJATEILCTBOM B OOJIACTH 3aIIUTHI MEPCOHAIBHBIX JAHHBIX, a
TaKKe APYTUX 3aKOHOJATENIBHBIX aKTOB IO Oe3omacHoct uHbopManuu PO, c
INPUMECHEHHUEM BCEX JIO3BOJICHHBIX METOJIOB OOHApYXKEHHS U  IIpPeCceUYCHUs
IpaBOHApYIICHUH TP paboTe C TNEPCOHAIBHBIMH JIaHHBIMH. [IpUHSATBIE MeEpBI
0€30MacHOCTH TIEPCOHANBHBIX JIAHHBIX HE JIOJDKHBI IIPEMATCTBOBATH JIOCTYITY
MIPABOOXPAHUTEIIBFHBIX OPTAHOB B IIPEAYCMOTPECHHBIX 3aKOHOIATEILCTBOM CIIyJasx.

Bce monb3oBarenu mHGOpMAMOHHBIX cHcTeM OpraHu3anuu J0KHBI UMETh
NpeACTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a IMpaBOHApYILIEHUs B 00yacTd 00pabOTKH
MIEPCOHAIILHBIX JaHHBIX.

5.2. CUCTEeMHOCTb

CucTeMHBIH TIOAXOJ K TOCTPOCHHUIO CHCTEMBI 3alllMThl HH(pOpMAIUU B
Opranuzanuu npearnoiaraeT yueT BCeX B3aUMOCBS3aHHBIX, B3aUMOJICHCTBYIOIINUX U
HU3MEHSIONTUXCS BO BPEMEHU JJIEMEHTOB, YCIOBHH M (PaKTOPOB, 3HAYMMBIX JIJIs
MOHMMAHUS WM PEIICHUS MpoOJeMbl oOecredeHruss Oe30MacHOCTH TEPCOHATBHBIX
JaHHBIX.

[Ipy co3paHuM cUCTeMBbI 3allMThl JOJKHBI YUHMTbIBATbCS BCE Caabble U
HauboJiee ysA3BUMble MeCTa MHPOPMALMOHHBIX cucTeM OpraHu3aluiy, a TakxKe
XapakKTep, BO3MO>XKHble 00'beKTbl U HallpaBJeHUs] aTaK Ha Hee CO CTOPOHbBI
HapyurTesei (0co6eHHO BbICOKOKBATMPUIIUPOBAHHBIX 3JI0YMbIIIJIEHHHUKOB).

Cuctema 3allUThl [A0JDKHA CTPOUMTbBCI C Y4EeTOM He TOJIbKO BCeX
M3BECTHbIX KaHAJIOB MPOHHWKHOBEHHSI M HECAHKIMOHHPOBAHHOrO J0CTyNa K
MHGOpMallMY, HO U C y4€TOM BO3MOXKHOCTU IMOSIBJIEHUS] MNPUHIUIHUAIBHO
HOBBIX MyTeN peasiM3aluU yrpo3 6€30MacHOCTH.

5.3. KoMIuiekcHOCTB



KomnsiekcHoe  ucnosib3oBaHWe  MeTOLOB U CPeACTB  3aLUThI
KOMIIBIOTEPHBIX  CUCTEM  I[pejloJiaraeT COIJIaCOBAaHHOE IpHMeHeHue
pPa3HOPOJAHBIX CpPeACTB MpPU NOCTPOEHHUU LeJOCTHOW CHUCTEMBI 3alllUThI,
nepeKpbIBalolLlel Bce CylleCTBeHHble (3HaYUMble) KaHaJbl peajv3alyu yrpos
M He coJepxKalled CJabbIXx MeCT Ha CTbIKaX OT/eJbHbIX €e KOMIIOHEHTOB.
3amuTa JoJ/DKHA CTPOMTBHCA 3lIeJIOHMPOBaHO. BHemHsAsA 3amura JoJpKHA
obecneyuBaTbCsl  (QU3UYECKUMMU  CpPeACTBAMH, OpPraHU3alUOHHBIMU U
NPaBOBbIMU MepPaMH.

5.4. HenpepbIBHOCTb 3aLUTHI

OOecnieuenrie  0€30MacHOCTA  MEPCOHANBHBIX  JaHHBIX -  MPOIIECC,
OCYILIECTBISIEMBIN PYKOBOACTBOM OpraHu3ainy, OTBETCTBEHHBIMU 33 OPTaHHU3AIHIO
00pabOTKHU MEePCOHATBHBIX JAHHBIX U COTPYJHUKAMU BCEX YPOBHEH. DTO HE TOJBKO
U HE CTOJIBKO MPOIelypa WM MOJIUTHKA, KOTOPast OCYLIECTBIISIETCS B ONIPEICICHHBIN
OTPE30K BPEMEHHU WJIM COBOKYITHOCTb CPEJCTB 3aIIUTHI, CKOJIBKO MPOLECC, KOTOPHI
JOJDKEH TMOCTOSIHHO HATH Ha BCeX YPOBHSX BHYTpH Opranuszaiuu M KaXabld
corpyaHuk OpraHu3aliii JOJDKEH [pPUHUMATh ydyacTHE B 3TOM  IIpoLecce.
JlesTenbHOCTh 1O OOecreueHut0 HHGOPMALUOHHONW OE30MaCHOCTH  SBJISETCS
COCTaBHOM  4YacTbi0 IOBCEIHEBHOM  JesTenbHOCTH  Opranmzaumun. W ee
3¢ (EeKTUBHOCTh 3aBUCUT OT ydacTusi pykoBojcTBa OpraHusalnuu B 0OeCIeueHUU
MH(OPMAIMOHHOW O€301aCHOCTH MEPCOHAIBHBIX TaHHBIX.

KpomMme Toro, 601bIIMHCTBY pU3UYECKHUX U TEXHUYECKUX CPECTB 3aLUThl
AJ1s1 3G deKTUBHOTO BBINOJHEHUsS CBOMX QYHKIHMU Heob6XxoAuMa MOCTOsHHas
opraHusaloHHas (aAMUHUCTPATUBHAsA) NOJAAepKKa (CBOeBpeMeHHasi CMeHa U
obecrieyeHUe TNPABUJIbHOTO XpaHEHUS U TMPUMEHEHUS HMeEH, NapoJiey,
nepeonpejesieHe NOJHOMOYMH U T.11.). [lepepbiBbl B paboTe cpe/CTB 3alUThI
MOTYT ObITh HCNOJb30BaHbl 3JI0YMBbILIJIEHHUKAMHU [JIs1 aHa/IM3a NPUMEHsSIeMbIX
MEeTOJIOB U CPEeACTB 3alllUThl, A/ BHEJPEHHUS CHelalbHbIX NPOrPaMMHBIX U
alnapaTHbIX "3aK/J1aJl0K" ¥ APYTUX CPECTB NPEeoJ0JeHUS 3alUTHI.

5.5. CBOeBpeMeHHOCTb

[Ipennonaraer ympexgarouMii xapaktep Mep oOecnedeHus 0e30HmacHOCTH
NEPCOHANBHBIX JIaHHBIX, TO €CTh IIOCTAHOBKY 3aJay IO KOMIUIEKCHOW 3alluTe
NEPCOHANBHBIX JAaHHBIX M peaju3aluio Mep obecrneueHuss 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX HA PAaHHUX CTAJAMSIX Pa3padOTKU MH(OOPMALMOHHBIX CUCTEM
B LIEJIOM M UX CHCTEM 3aIlUThl, B YACTHOCTH.

PazpaboTka cucTeMbl 3aliUMThbl [OPKHA BEeCTUCh MapaslyiIeJIbHO C
pa3paboOTKOM U pa3BUTHMEM CaMHUX 3allUlllaeMblXx MHQOPMALMOHHBIX CHUCTEM.
JTO MO3BOJIUT y4ecTb TpebOBaHUSA 6€30MaCHOCTHM MPU NPOEKTUPOBAHUHU
apXUTEKTypbl M, B KOHEUHOM C4YeTe, co3JaThb Oosiee 3dpPeKTHBHbIE (KaK MO
3aTpaTaM pecypcoB, TaK U IO CTOMKOCTH) CHUCTeMBbI, 06Jajaroliye
JlOCTaTOYHbIM yPOBHEM 3aLUIEHHOCTH.

5.6. IlpeeMCTBEHHOCTb M COBEpLIEHCTBOBaHUE



[IpepgnosiaraeT NoCTOSIHHOE COBEPIIEHCTBOBAHUE MeP U CPe/CTB 3alUThI
NepPCOHAJIbHBIX JAHHBIX Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3aLMOHHBIX U
TEXHUYECKUX pelleHHWH, KaJpOBOr0 COCTaBa, aHa/n3a (QYHKIUOHUPOBAHUSA
MHPOPMALMOHHBIX chucTeM OpraHu3alydud U CUCTEMBI MX 3aLUTHI C YYETOM
M3MEHEHUN B METOJaX M CpeJCTBax NnepexBaTa MHPOpPMalLMM, HOPMATHUBHBIX
TpeOOBaHMM MO 3alluTe, JOCTUTHYTOTO OTEYECTBEHHOrO W 3apy0eXHOro
ONbITa B 3TOW 00J1aCTH.

5.7. Pa3ymHas J0CTaTOYHOCTb (3KOHOMHYECKas 1eJ1eC000Pa3HOCTb)

[Ipeanonaraer cOOTBETCTBUE YPOBHS 3aTpaT Ha obOecreueHue 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX I[EHHOCTU WH(GOPMAIIMOHHBIX PECYPCOB M BEIMYUHE
BO3MOXKHOTO yIIepOa OT WX pas3riamieHus, yTpaThl, YTEYKH, YHHUYTOXKCHHUS U
uckaxenus. lcnomp3yemble Mepbl U CpencTBa oOecrmeueHuss 0e30macHOCTU
UHPOPMAIIMOHHBIX PECYPCOB HE JOJDKHBI 3aMETHO YXYAIIATh SPrOHOMHYECKUE
nokasarenn paboThl KOMIIOHEHTOB WH(GOPMAIMOHHBIX cucTeM OpraHuzaiuu.
W3numHue Mepbl 0€30MacCHOCTH, MOMHUMO 3KOHOMHYECKOW HE3()PEeKTUBHOCTH,
IPUBOJIAT K YTOMJICHHIO U Pa3ApaKeHHUIO IIEPCOHANA.

Co3zaTh abCOJIIOTHO HEMPEOLOJIMMYI0 CUCTEMY 3alMThI IPUHLUIIUAJIBHO
HeBO3MOXHO. [loka mnepcoHa/ibHble [laHHble HaXOAATCA B O0OpalleHUH,
NpUHMMAeMble Mepbl MOTLYT TOJIbKO CHHU3UTb BEPOSITHOCTb HEraTHUBHBIX
BO3/JleMICTBMM WJIM ylulep0d OT HUX, HO He HCKJYUTh HUX MOJHOCTbI. [Ipu
JlOCTaTOYHOM KOJINYeCTBe BPEMEHU U CPeJICTB BO3MOXXHO NPeO00J1eTh JIIOYIO
3amuTy. [loaTOMy MMeeT CMBICI pacCMaTpuUBaTb HEKOTOPBIUM INpPHUEMJIEMbIN
ypOBeHb 0obecrneyeHUs1 6€30MacHOCTH. BbicokoadpdpeKTHBHAsA CUCTEMA 3aLUTHI
CTOUT J0pPOro, UCHOJIb3YyeT NpPU paboTe CYLeCTBEHHYH 4acTb PecypcoB U
MOXET CO3/J|laBaTh OIYTUMble JONOJHUTEJNbHbBIE HEYA00CTBA M0JIb30BaTESM.
Ba)kHO nmpaBuJIbHO BbIOPATh TOT JJOCTATOYHbIN YPOBEHD 3alIMThI, IPU KOTOPOM
3aTpaThl, PUCK U Pa3Mep BO3MOXKHOTO yliiep6a 6bl1d Obl IPHUEMJIEMbBIMHU.

5.8. IlepcoHasibHast OTBETCTBEHHOCTD

[Ilpegnosaraer BO3JIOXKEHHWE  OTBETCTBEHHOCTHM 3a obecledyeHUe
6€e30MacHOCTY MEePCOHAJbHbBIX JTAHHbIX U CUCTEMbI UX 0OPAabOTKU Ha KaXKA0ro
COTPYAHUKA B NIpeJiesiax ero NoJIHOMO4Y1i. B COOTBETCTBUHU C 3TUM NPUHIUIIOM
pacrnpe/ie/ieHde NpaB U 00513aHHOCTEN COTPYAHUKOB CTPOUTCS TAKUM 006pa3oM,
YTOOBbI B CJy4ae JII0OOro HapylleHUs] KPyT BUHOBHUKOB ObIJI YETKO HW3BeCTEH
WJIM CBeJIEH K MUHUMYMY.

5.9. MwuHuMMH3aLYS TOJTHOMOYUU

O3HayaeT TMpeAOCTaBJeHUEe TMO0Jb30BaTeJsIM MHWHUMAJbHBIX MpaB
JIOCTyIIa B COOTBETCTBUM CO CJOy:KeOHOM Heob6xoauMocTbio. JlocTyn K
NepPCOHAJIbHbIM JAaHHbIM [0JKEH MPESOCTABIAATHCI TOJAbKO B TOM CJAy4dae U
obbeMe, eCJM 3ITO HEOOXOAMMO COTPYAHUKY [Ji1 BBINOJIHEHUS €ro
JIOJPKHOCTHBIX 00513aHHOCTEW.

5.10. UckutoueHue KOHQIMKTA UHTEPECOB (pa3aesieHre QyHKIUH)



JPdekTHBHaAsA cucTeMa obecriedeHUss UHGOPMAIMOHHOM 6E30MacHOCTH
npeanoJjaraeT 4eTKOe  pas/iesieHue O00SI3aHHOCTEW COTPYAHUKOB U
UCKJIIOYEHHEe CUTyallud, Korga cdepa OTBETCTBEHHOCTU COTPYAHUKOB
JlolycKaeT KOHQJIUKT HWHTepecoB. Cdepbl MNOTeHLMANbHBIX KOH(PJIUKTOB
JIOJDKHBI  BBIIBJAATbCS, MHWHHMHU3UPOBATBCSA, U HAXOAUTCA TMOJ, CTPOTHUM
He3aBUCHMbIM KOHTpoJieM. Peanvsanus AaHHOTO NPUHLMIIA MpeANnoJiaraer,
YTO He OJUH COTPYJAHHUK He JO/HKEH UMETh MOJHOMOYMM, MO3BOJIAWIIUX EMY
e/IMHOJINYHO OCYILECTBJATH BBINOJHEHHWE KPUTUYHBIX onepanui. Hagenenue
COTPYAHUKOB IMOJHOMOYUSAMH, MOPOXKAAIUMU KOHPJIUKT UHTEPECOB, JaeT
eMy BO3MOXXHOCTb NMOJATACOBbIBAaTb MH(OPMALMI0 B KOPBICTHBIX LeJAX WU C
TeM, YTOObl CKpBITb NPOOJIEMbl WA NOHECEeHHble yObITKU. [l CHUXKEHUS
pHCKa MaHUIYJIUPOBAHUS epPCOHAJbHBIMU JAHHBIMU U PUCKA XUILLEHUS, TAKHE
MOJIHOMOYHS JO/DKHbI B MAKCMMaJIbHO BO3MOXKHOU CTeNeHU OBbITh pa3zeJeHbl
MeXJy PpasJIMYHbIMU COTPYJHUKAMHM WJM NOJpa3fesiIeHUs MU OpraHU3alUU.
Heob6xoauMo NpoBOAUTH MEpUOJHUYECKHE IPOBEPKU 0053aHHOCTEHN, QYHKLUN
U [edTeJbHOCTU COTPYAHUKOB, BBINOJIHAKIIUX KJK4YeBble QYHKLUUU, C TEM,
YTOOBI OHU He MMeJId BO3MOXXHOCTH CKpPbIBAaTh COBeplleHHe HelNpaBOMepPHbIX
AenctBuil. Kpome Toro, Heo6Xx0AWMO NPUHUMATh ClelUajibHble Mepbl IO
HeJIONYLeHUI0 CTOBOPA MEXAY COTPYAHUKAMU.

5.11. B3aumoaelcTBUE U COTPYJHHUYECTBO

[Ipennonaraer co3gaHue OnaronpuaTHOM aTMocdepbl B KOJIJIEKTHUBE
Opranuzanuu. B Takoil 00CcTaHOBKE COTPYIHUKH JTOJKHBI OCO3HAHHO COOJIOJATh
YCTaHOBJICHHbIE MPaBUJIa U OKa3bIBATh COJACHCTBHUE JEATEIBHOCTH OTBETCTBEHHOI'O
32 00pabOTKYy MEPCOHAIBHBIX JAHHBIX.

BaxxubiM  assieMeHTOM  3QQPEKTUBHOM  CUCTEMBI  ObecrnedyeHus
0€e30MacHOCTH MNepCOHA/JbHBIX JaHHbIX B OpraHusauuu sBJsSE€TCS BbICOKasd
KyJbTypa paboTel ¢ wuHPopmanuer. PykoBoacTBo OpraHu3anuu HeceT
OTBETCTBEHHOCTb 3a CTPOroe COOJIIOJleHhe 3TUYECKHMX HOPM M CTaHAApPTOB
npodecCcHOHaJbHON [leITeJbHOCTH, MOAYEPKUBAIOILEN U J€MOHCTPUPYIOLIEN
IepcoHa/lly Ha BCeX YPOBHAX BaXXHOCTb obecrneyeHUss WHPOPMaALMOHHOU
6e3omacHoctu Opranusauud. Bce coTpygHuku OpraHusaluu [OJHKHbI
NOHMMaTb CBOK poJib B TIpollecce obecriedyeHUss UHGOPMAIMOHHOMN
6e30MacHOCTY U MPUHUMATh y4acThe B 3TOM mporecce. HecMoTps Ha To, 4TO
BbICOKAasi KyJbTypa obOecrnedyeHUs] MWHQPOpPMALlMOHHOW 0€e30MacHOCTU He
rapaHTUpPyeT aBTOMATHUYECKOTO JOCTHXKEHHUS IieJied, ee OTCYyTCTBUE CO3JAET
6oJibllle BO3MOXKHOCTEH [IJI1 HApylLleHHsl 6€30MacCHOCTH UJIM He 0OHapYy>KeHUs
$aKTOB ee HapylIeHHUs.

5.12. T'nbKoCTb CUCTEMBbI 3aLLUThI

Cuctema oOecnieueHuss HMHGPOPMAIMOHHON OE30MAaCHOCTU JOJDKHA OBITh
criocoOHa pearupoBaTh HA M3MEHEHUS! BHEIIHEW Cpebl U YCIOBHI OCYIIECTBICHUS
OpraHu3aiuu cBOei 1esITeIbHOCTU. B 4Kciio Takux M3BMEHEHHU BXOIST:

—  M3MEHEHMs OPraHU3alMOHHOMN U IITAaTHOM CTPYKTYphl Opranusaiuu;

—  H3MEHEHHME CYUICCTBYIOIIMX WJIM BHEAPEHWE MPHUHIMIIHMAIBGHO HOBBIX
MH(OPMAIMOHHBIX CUCTEM;

—  HOBBIC TEXHUYECKHUE CPE/ICTBA.



CBOMCTBO T'MOKOCTHU CHUCTEMbl obecrnedyeHHs1 HWHPOPMAIMOHHOMN
6e30MacHOCTY U30aBJISIET B TAKHWX CUTyallMsIX OT HEOOXOJUMOCTU MPUHATHUS
KapAYHaJIbHbIX Mep 10 MOJIHOW 3aMeHe CPeJiCTB U METO/0B 3allUThl HA HOBBIE,
YTO CHWXKAeT ee OOILYI0 CTOUMOCTb.

5.13. OTKpBITOCTb aJITOPUTMOB ¥ MEXAaHU3MOB 3aL[UThI

CyTh NpUHLMIA OTKPBITOCTU aJCOPUTMOB M MEXAaHU3MOB 3al|UThI
COCTOMT B TOM, UTO 3allluTa He JOJrKHA 00ecrne4uMBaTbC TOJIBKO 3a CYET
CEKPETHOCTU CTPYKTYPHOW OpPraHU3aly U aJIFTOPUTMOB QPYHKIIMOHUPOBAHUSA
ee MOJCUCTEM. 3HAHUE AJTOPUTMOB PabOTbl CUCTEMBbI 3aUIATbl HE JOJDKHO
JlaBaTb BO3MOXXHOCTH €e MpeojoJieHus (Jake aBTOpaM). JTO, OJHAKO, He
O3HayaeT, 4YTO HUHPopMauUsg 00 MCIOJb3YEMBIX CUCTEMAX M MeXaHU3Max
3alMThI JJO/KHA ObITh 001eOCTYHA.

5.14. TlpocToTa npuMeHeHUs CPE/CTB 3aALUThI

MexaHHW3Mbl U METO/bI 3aLUTHI JOJDKHBI ObITb UHTYUTHUBHO MOHATHBI U
NpPOCTbl B UCHOJIb30BaHUU. [I[pruMeHeHMe CpeACTB U METO/I0B 3alUThl He
JIOJKHO ObITh CBI3aHO CO 3HAHUWEM CIelMa/IbHBIX I3bIKOB HUJIM C BbIIIOJIHEHUEM
JIeVCTBUH, TPeOYIOUIUX 3HAUYUTEJbHbIX JONOJHUTENBHBIX TPYA03aTpaT MNpH
O0OBbIYHOU paboTe 3aperuCTPUPOBAHHBIX MOJIb30BaTeJed, a TAKXKe He JIOJKHO
TpebOBaTh OT MOJIb30BATEJsl BBINOJHEHUS PYTHHHBIX MaJIONOHATHBIX €MY
omnepanuu.

5.15. O60CHOBAaHHOCTb U TEXHUYECKASI peaIu3yeMOCThb

NHdpopMallMOHHbIE  TEXHOJIOTMM, TeXHUYeCKMe UM IporpaMMHbIe
CpeACTBa, CpeJiCTBA U Mephbl 3alUThl EPCOHANbHBIX JAHHBIX JOJKHBI ObITh
peaju30BaHbl HAa COBPEMEHHOM YPOBHE pa3BUTUS HAyKU U TEXHUKHY,
000CHOBaHbI C TOYKHM 3peHHUS JOCTUKEHHUS 33JlaHHOT0 YPOBHS 6€30MacHOCTHU
MHGOpMALlMM ¥ SKOHOMUYECKOM 11€/1eCO0OPA3HOCTH, a TaKkKe JOJIKHbI
COOTBETCTBOBATb YCTAaHOBJIEHHBIM HOPMaM M TPeOOBaHHUAM MO 6€30MaCHOCTH
NepCOHAJIbHBIX JJTAaHHBIX.

5.16. Cnenuanusanusi ¥ npodecCUOHATN3M

[IpegnosiaraeT npuB/iedeHUe K pa3paboTKe CpeACTB U peasr3alUud Mep
3allMThl TEePCOHAJIbHBIX JIAHHBIX CHEIUMaJM3UPOBAHHbIX OpraHU3alUH,
HauboJsiee TMOArOTOBJEHHBIX K KOHKPETHOMY BHUJY JesATEeJbHOCTU MO
obecreyeHUI0 06€30MaCHOCTM MHQPOPMALMOHHBIX PECYPCOB, UMEIOLUX OIMbBIT
NPAaKTUYECKOW pabOThl M TOCYAAPCTBEHHYIO JIMIEH3WI0 HA MPAaBO OKa3aHMUS
yCJyT B 3TOM 00J1acTU. Peanm3anus afIMUHUCTPATUBHbBIX MEP U IKCIIyaTalUs
Cpe/iCcTB 3aLUThI Jl0JKHA OCYLeCTBJISATHCS npodeccruoHaJbHO
NO/JITOTOBJIEHHBIMU cHenuaaucrtaMu OpraHusanuu (OTBETCTBEHHBIX 3a
OpraHU3aIlyIo IepCoOHa/bHbIX IaHHbIX).

5.17. 0653aTe/IbHOCTb KOHTPOJIS

[Ipeamnonaraet 0053aTeIbHOCTh U CBOEBPEMEHHOCTH BBISIBJICHUS U TIPECCUCHUS
MOTIBITOK ~ HAPYIICHWS YCTAHOBJICHHBIX TIPaBWJ, OOecredeHusi Oe30MacHOCTH
NEPCOHANIBHBIX JAaHHBIX, HA OCHOBE MCIOJb3YyEMbIX CHCTEM W CPEICTB 3allUThI
NEPCOHANIbHBIX JAHHBIX, TIPU COBEPIIEHCTBOBAHUM KPUTEPUEB U METOAOB OLICHKHU
3G (HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.
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KoHTponb 3a AesITenbHOCTBIO JIIOOOTO IOJIb30BATENS, KaXKIOTO CpPElCTBA
3alUThl U B OTHOIIEHUHU JIIOOOTO OOBEKTa 3aLUTHl JOIKEH OCYIIECTBIATHCS Ha
OCHOBE NPHUMEHEHUSI CPEICTB ONEPATUBHOTO KOHTPOJIA U PETUCTpAlMM U JIOJIKEH
OXBaThIBaTh KaK HECAHKI[MOHWPOBAHHBIC, TaK W CAHKUMOHUPOBAHHBIC ICHCTBUS
IIOJIb30BATEIICH.

Kpome Toro, »addexktuBHas cuctema obOecniedeHus HWHPOPMAIMOHHOM
Oe3omacHocTH TpeOyeT HaIW4Ms aJeKBaTHOM M BceoObeMITIOmEerd HHPOpMAIUH O
TEKYIIEeM COCTOSIHUM TPOIIECCOB, CBSI3aHHBIX C JBWXKEHHEM UWHGOpMAIUu U
CBEJEHUN O COOJIFOJICHUH YCTAHOBJICHHBIX HOPMAaTHBHBIX TPEOOBAHMM, a TaKkKe
JIOTIOIHUTEIBHON HH(OpPMAIMK, MMEIOIIEH OTHOILIEHHE K MPUHATUIO PEIICHUI.
Nudpopmanus noskHa ObITh Ha/EKHOW, CBOEBPEMEHHOW, TOCTYIHOW M MPAaBUIIBHO
0(OpMIICHHOM.

HepoctaTku cucteMbl obecriedyeHHs] UHPOPMALMOHHOW 0e30IacHOCTH,
BbISIBJIEHHbIE COTPYAHUKaMU OpraHysanyu JOJKHbI HEMeJIEHHO JOBOAUThCS
[0 cBefeHUA pykKoBoauTesnasd OpraHusalud U OINEPATUBHO YCTPAHATHCH.
Bomnpocel, KoTopble KaXyTCs He3HAYUTEJIbHBIMHU, KOTla OT/esIbHble MPOLeCcChl
paccMaTpUBAKOTCA U30JMPOBAHHO, IPU PACCMOTPEHUM UX HapAAy C APYyTUMHU
aclieKTaMM MOTYT VyKa3aTb Ha OTpuULlaTeJibHble TeHJEeHLUH, TCpo3sduiye
nepepacTd B KpyIHble HEAOCTAaTKH, €CJUM OHU He OyAyT CBOEBPEMEHHO
yCTPaHEHHBL.

6.Mepbl o6ecniedyeHrss *HPOPMALMOHHON 6€30NaCHOCTH

Bce wmepsl obOecnieueHuss 0e€30MaCHOCTH  MH(MOPMALMOHHBIX  CUCTEM
OpraHuzaiuu nopasaeisorcs Ha:

—  IpaBOBbIE (3aKOHOJATENbHBIE);

—  MOpPaJIbHO-3TUYECKHE;

—  TEXHOJIOTUYECKHUE;

—  OpraHu3alMOHHbIC (A IMUHUCTPATUBHEIC);

—  (usuyueckKue;

—  TeXHHYecKue (anmapaTypHbIe U IPOTPaMMHBIE).

6.1. 3akoHonaTenbHBIC (TIPABOBBIC) MEPHI 3AIIUTHI

K npaBoBbIM MepaM 3alllUThl OTHOCATCS JIEUCTBYIOIIHME B CTPAHE 3aKOHBI,
yKa3bl M HOPMATUBHBIE aKThl, PErJaMEHTUPYIOIIUE TMpaBuiia OOpalleHus ¢
NEPCOHANILHBIMU JIaHHBIMH, 3aKpEIUISIoME TpaBa U OOS3aHHOCTH YYaCTHUKOB
WH(OPMAIIMOHHBIX OTHOILIEHUW B MpoIlecce HUX OOpabOTKM M MCIOJb30BaHUS, a
TaK)K€ YCTaHABJIMBAIOUIME OTBETCTBEHHOCTD 3@ HapYILIEHUs ATUX NpaBuil. [IpaBoBbie
MephbI 3alIUTHl HOCAT B OCHOBHOM YIIPEXJIAIOIINMA, MPOPUIAKTUUECKUN XapaKTep U
TpeOyIOT TMOCTOSIHHOMW  pa3bsICHUTENBHOM paboOThl C  MOJb30BATENSIMU U
00CITy’KMBAIOIINM TEPCOHATIOM HH(OPMALMOHHBIX cucTeM OpraHuzanuu.

6.2. MopaabHO-ITHYCCKHE MEPHI 3AITUTHI

K MopanpHO-3THYECKHMM MepaM OTHOCSTCSI HOPMBI TIOBEIIEHUS, KOTOpPbIE
TPaJAMLIMOHHO CIIOKHWJIACh WM CKIAJbIBAIOTCA IO MEpE pacHpoCTpaHEHUs
UH(POPMAIIMOHHBIX TEXHOJOTH B OOIIecTBe. DTH HOPMBI OOJbIIEH 4YacCThIO HE
SBIISAIOTCA 00S3aTeNbHBIMH, KaK 3aKOHOJATENbHO YTBEP)KIECHHbIE HOpPMATHBHBIC
aKThl, OJHAKO, UX HECOOJIIOJICHUE MOXKET INPUBECTU K MAJEHUIO aBTOPUTETA,
IpecTrka 4eJI0BEeKa, TPYIIbI JIUIL UM OpraHU3aliu B 11e10M. MopanbHO-3THUECKHE
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HOpMBbI OBIBAIOT KaK HEMUCaHble, TaK M MHCAHbIE, TO €CTb O(OPMIICHHbIE B
HEKOTOpbIM cBOJ (YCTaB) MpaBWJI WM NpeAnucaHuil. MopaabHO-3TUUECKHE MEpPbI
3alUTHl SIBJISIOTCS MPOQPWIAKTUYECKUMU M TpPeOYIOT MOCTOSIHHOM paloThl 10
CO3/IaHUIO 3/I0POBOTO MOPAJILHOTO KJIMMAaTa B KOJJICKTHBE.

6.3. TexHomoruvueckue Mephl 3alUTHI

K nmanHoMy BuAy Mep 3allMThl OTHOCSTCS PAa3HOrO Poa TEXHOJIOTMYECKUE
pelieHuss W TpPHUEMbl, OCHOBaHHBIC Ha MCIOJIb30BAaHUM HEKOTOPHIX BHUJIOB
U30BITOYHOCTH (CTPYKTYPHOHU, (PyHKIMOHAIBHOM, HHPOPMAIIMOHHOM, BPEMEHHON U
T.I.) ¥ HampaBJCHHbIC HA YMEHBIICHHE BO3MOXKHOCTH COBEPIICHUS COTPYIHUKAMU
OIIMOOK 1 HAPYIICHUN B paMKaXxX MPEJIO0CTaBICHHBIX UM MPaB U MOJTHOMOYHIA.

6.4. Opranu3aioHHbIe (A AMUHUCTPATUBHBIC) MEPHI 3AIUTHI

OpraHu3aluoHHble (aJAMUHUCTPATUBHbIE) MEpPbI 3alUThl - 3TO MeEpHI
OpraHU3alMOHHOTO XapakTepa, persiaMeHTUpYIOLHe IPOLECCHI
(OYHKIIMOHUPOBAHUA ~ CUCTEMBl  00pabOTKM  MepCOHAJbHBIX  JIaHHBIX,
MCII0JIb30BAHUE €€ PeCypCoB, AesATeJbHOCTh 00C/AYKHWBAKILEro nepcoHasna, a
TaKXXe MOPAJ0K B3aMMO/JeHCTBUSA N0JIb30BaTEJEN C CUCTEMOM TaKUM 00pa3omM,
YTOObl B HauOOJIblIeHd CTENEeHU 3aTPYAHUTb WA HUCKJIKYUTb BO3MOXKHOCTb
peasu3anuy yrpo3 6e30MacHOCTU WJIM CHU3UTh pa3Mep MOTEPb B Cay4dae UX
peasiM3aluu.

6.5. PopMupoBaHUE MOJUTUKH 6€30M1aCHOCTHU

['maBHas 1enp agMUHUCTPATUBHBIX MeEp, MPEANPHUHUMAEMBIX Ha BBICIIEM
YIOPABJICHUYECKOM YpPOBHE - cQOpMHUpOBaTh MOJUTHKY B o00iactu oOecreyeHus
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX (OTPAXKAIOUIYI0 TOAXOABI K 3aIuTe
MEPCOHANBHBIX JaHHBIX) W OOECHEYNTh €€ BBHIMOJIHEHHE, BBIIEIAS HEOOXOAMMBIE
pecypchl M1 KOHTPOJIUPYS COCTOSIHHE JIET.

C mpakTUyYecKOW TOYKM 3pEHUsS TOJMTHKY B oOiiactu oOecreueHus
0€30MacHOCTH MEePCOHAIBHBIX JaHHBIX B OpraHuzanuu 1enecoodpa3Ho pa3Oouth Ha
nBa ypoBHS. K BepxHeMy ypOBHIO OTHOCATCS pPELIEHUS PYKOBOJCTBA,
3aTparMBaollye JesaTenbHocTs Opranu3aiuu B 1enoM. [lomuTika BepXHEro ypoBHs
JIOJKHA YETKO OYEPTUTh cepy BIMSHHUS M OTPaHUUYEHUS NIPU OIpeleIeHUN Lienei
0€30MacHOCTH  NEPCOHAJIBHBIX  JAaHHBIX, OIpPENeIUTh KAKUMH  pecypcamu
(MaTepuasibHbIe, CTPYKTYpPHbIE, OpTaHU3allMOHHbIE) OHU OyIyT TOCTUTHYTHI, U HAaUTH
pa3yMHBI KOMIIPOMHCC MEXIy TNpPUEMJIEMBbIM YpPOBHEM 0€30MacHOCTH U
(GyHKUIHOHATBHOCTHIO.

[TonuTHKa HUKHETO YPOBHSI, OMIPEIEISIET MPOIETyPhI, U MPaBUIIA TOCTHKEHUS
Hesel M pemieHus 3agad Oe30MacHOCTH TMEPCOHANBHBIX JAHHBIX M JICTaU3UPYeT
(pernamMeHTHpYeT) 3TU MpaBuia:

—  KakoOBBl POJM M OOSI3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIHE 3a
POBEJCHHUE MOJUTUKHA 0€30MaCHOCTH MEPCOHANBHBIX JTaHHBIX;

—  KTO MMEET IpaBa JOCTyIa K NEPCOHAIBHBIM JaHHBIM, KTO U IPHU KaKHUX
YCIIOBUSIX MOKET YNTATh U MOAUPUIIUPOBATH EPCOHAIbHBIC JaHHBIC U T.J.

[TonuTHka HUKHETO YPOBHS JOJKHA!

—  [peAycMaTpuBaTh  perjaMeHT  HMH(POPMALMOHHBIX  OTHOIICHHH,
UCKITIOYAIOIINX BO3MOXHOCTb MIPOU3BOJIbHBIX, MOHOIIOJIBHBIX WIH
HECAHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOLIEHUH HH()OPMAILIMOHHBIX PECYpPCOB;
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—  ONpENeNATh KOAJIUIHUOHHBIE W HMEPAPXUYECKUE MNPUHUMUIBI U METOIBI
pa3/iesieHHs CEKPETOB U pa3rpPaHUYCHHUS JOCTYIAa K IEPCOHAIBHBIM JTaHHBIM;

— BbIOMpaTh NpPOrpaMMHO-TEXHHWYECKHe (ammapaTHble) CpeacTBa
npotuBogaenctBuss HC/l, ayTeHTUHKaALIMK, aBTOPU3ALMHU, UJEHTUPUKALUU U
JIDYTUX 3alllMTHBIX MEXAaHU3MOB, 00eCNeYHWBAKIIMX TapaHTUM pean3aldu
IpaB ¥ OTBETCTBEHHOCTH CyO0'b€KTOB UHGOPMAIMOHHBIX OTHOLIEHU .

6.6. PersiameHTanus A0OCTyna B IOMeILeHUs

KomnonenTs! nHopmMannoHHbx cucteM OpraHu3aluu T0HKHBL pa3MenaThes
B TIOMCIICHUSIX, HAXOMSAIIMXCA TOJ OXPaHOW WM HAONIOJCHUEM, HCKIIOYAIOIIAM
BO3MOYKHOCTH OECKOHTPOIHHOTO TIPOHUKHOBEHHS B TIOMEIICHUS TTOCTOPOHHUX JIUI] U
obecrnieunBaOMIMM  (U3UYECKYIO COXPAHHOCTh HAXOJSIIMXCS B  IOMEIICHUU
3alMIIAeMbIX pecypcoB (mokymMeHToB, APM u T1.m.). YOopka Takux IOMeEIIeHUN
JIOJKHA TIPOU3BOJAUTHCS B MPUCYTCTBUM OTBETCTBEHHOTO COTPYIHHUKA, 32 KOTOPHIM
3aKperyIeHbl JIaHHBIC KOMIIOHEHTBI, C COOJIIOJICHHEM MEpP, MCKIIOYAIOIMX JOCTYII
MTOCTOPOHHHMX JIUIT K 3aIUIIIaeMbIM HH(POPMAITMOHHBIM PECypCaM.

Bce mnocropoHHue mulia JOMYyCKalOTCAd B IIOMEIICHUS C KOMIIOHEHTaMHU
HH(POPMAITMOHHOM CUCTEMBI TOJIBKO B IPUCYTCTBUM COTPYAHUKOB OpraHu3alium.

[To oxoHuaHuum pabodero [JHs, MOMEIICHHS, B KOTOPBIX pa3MeElaloTCs
KOMIIOHEHThl MH(POPMAIMOHHBIX cucteM OpraHuzaiuu, TOJDKHBI 3alupaThCs Ha
KJIEOY.

B cnydae ocHamieHusl MOMEIIEHUA CPEACTBAMU OXPAHHOM CHUTHAIM3ALMU, a
TaKK€ aBTOMAaTU3WPOBAHHOW CHUCTEMOW IMpHeMa U PErucTpalliyd CUTHAJIOB OT ATUX
CpPEACTB, MPHEM-C/Iadya TAKMUX IOMEIICHUM TI0J] OXpaHy OCYIIECTBISIETCS Ha
OCHOBAHHUH CIICIIMAIBHO pa3padaThIBaCMON HHCTPYKIIHH.

6.7. PerslameHTanuss  J0NyCKa COTPYAHHUKOB K  HCIOJIb30BaHUIO
MHPOpPMaIMOHHBIX PECYpPCOB

B pamkax paspemurenbHONM CUCTeMbl (MATPUIlbI) JOCTYIA yCTaHABIUBACTCS:
KTO, KOMY, KaKkyt0 HH(OpPMAIIUIO U JJIsl KaKOTO BHUJIA IOCTyIa MOKET MPEAOCTABUTD U
MPY KaKUX YCIIOBUSIX.

Jlommyck monp3oBareneil kK pabore ¢ MHPOPMAIMOHHBIMH CHCTEMaMu
Opranuzanuu U JOCTYI K UX pecypcaM JOJKEH OBITh CTPOTO periaMeHTHPOBAH.
JIr00ble M3MEHEHHWs COCTaBa W ITOJHOMOYHM ITOJB30BATENEH ITOACUCTEM TOJKHBI
MPOU3BOJIUTHCS YCTAHOBIEHHBIM MOPSIKOM.

YpoBeHb TTOJITHOMOYHI Ka»XJ10TO MOJIb30BATENSA OIpENEIISICTCA
WHJMBUAYAJIbHO, COOJIIOAAs CIAeaYyIOIUe TPEOOBaAHNS:

—  Ka&XIbI COTPYAHUK IMOJIb3YETCS TOJIBKO MPEANMUCAHHBIMU €My MpaBaMU
M0 OTHOIIEHUIO K TIEPCOHAIBHBIM JaHHBIM, C KOTOPBIMU €My HeoOxoauma paboTa B
COOTBETCTBHM C JIOJKHOCTHBIMHU O0s3aHHOCTSAMH. Paciimpenue mpaB A0CTyIla u
MPENIOCTaBIIEHNE JIOCTyNa K JOMOJHUTEIHHBIM HH(POPMAIMOHHBIX pecypcaM, B
00s13aTeIbHOM  TOPSJKE, JOJDKHO — COTJIACOBBIBAaTBCSA C  OTBETCTBEHHBIM 32
OpraHu3anuio 00pabOTKU MEPCOHATBHBIX JTaHHBIX;

—  pykoBoauTenb OpraHu3aiii UMeEeT IpaBa Ha MPOCMOTP HHGPOPMAIHH
CBOMX IOJYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX MpPEAEIaX B COOTBETCTBUU CO
CBOMMH JIOJHKHOCTHBIMHU 00SI3aHHOCTSIMU.
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Bce corpynnuku Opranuzanuu 1 00CITy>KMBAIOIUNA TEPCOHAI, TOJKHBI HECTH
NEPCOHANIbHYI0 OTBETCTBEHHOCTh 3a HApyIIEHUS YCTAHOBJIEHHOIO MOpsKa
00pabOTKH MEPCOHANBHBIX JTAHHBIX, IPABUJI XPAaHEHUS, UCIIOJIb30BAHUS U TIEpe/lauu
HAXOJSIIMXCS B WX PACHOPSHDKCHHUU 3allUIAaeMbIX PecypcoB cucTeMbl. Kaxapiit
COTPYIHHUK (IIpM NpUeMe Ha padoTy) JOJKEH NOJANUCHIBATH O00S3aTENbCTBO O
COOJIIOIGHUY W OTBETCTBEHHOCTH 3a HAPYIICHHE YCTAHOBJICHHBIX TPeOOBaHUM IO
COXPaHEHUIO IEPCOHANBHBIX JaHHBIX OpraHu3alui.

Ob6paboTKa nepcoHaJIbHbIX JAHHbIX B KOMIOHEHTaX MHPOPMALlMOHHBIX
cuctreM OpraHusanydu [OOJ/DKHA MNPOU3BOAUTBCA B COOTBETCTBUU  C
YTBEPXAEHHbIMHU TEXHOJIOTUYECKUMU UHCTPYKIUSMHU.

6.8. PerslameHTanus mpoLeccoB OOCAyKMBaHUSA M OCYLLeCTBJIEHUS
MOAMQPHUKALMU allllapaTHBIX ¥ IPOTPAaMMHBIX PECYPCOB

B nensx noxnaepxxanus pexxuma HHOOPMAMOHHOW 0€30MacHOCTH anmnapaTHo-
nporpaMMHasi KOHQUTYypamnusi aBTOMAaTU3WPOBAHHBIX PabO4YMX MECT COTPYAHHKOB
Opranmzaiuy, € KOTOPBIX BO3MOXXEH JOCTYNl K pecypcaM HH(POPMAIIMOHHON
CUCTEMBI, TOJDKHA COOTBETCTBOBAThH KPYTy BO3JI0’KEHHBIX HA JIAHHBIX MMOJIb30BaTECH
(GyHKIHOHATBHBIX 00S3aHHOCTEH.

B koMnoHeHTax HWHQOPMALMOHHOM CHUCTEMbl U HA pPabO4YMX MecTax
[0JIb30BaTeJIer JOJDKHBI YCTaHABJIUBAThCA Y UCI0J1b30BaThCH JIMLLEH3UOHHBIE
nporpaMMHbIe CpeZiCTBa.

6.9. ObecneyeHue 51 KOHTPOJIb dbusnyeckomn LeJIOCTHOCTHU
(HeM3MeHHOCTH KOH(QUTypalLyH) alnapaTHbIX PecypCcoB

ObopynoBanre MHPOPMAIMOHHBIX CHCTEM, HCIIOJIb3yeMO€ Uil JOCTyNa U
XpaHEHHUs] TIEPCOHAIBHBIX JaHHBIX, K KOTOPOMY JOCTYI OOCITY>KUBAIOIIETO
IepcoHaJla B IMPOLECCe DJKCIUTyaTallud He TpeOyeTcs, mocie HalaJ0uHbIX,
PEMOHTHBIX M MHBIX PaOOT, CBS3aHHBIX C JIOCTYIIOM K €ro KOMIIOHEHTaM JOJKHO
3aKpBIBATHCS.

6.10. [lon60p ¥ MOAroTOBKa MepcoHaJsa, 00y4yeHUe MoJib30BaTesei

[Tonb3oBatenn  wHGOPMAMOHHBIX cucTeM OpraHuzanuu, a  Takke
PYKOBOSIINN U 00CTY>KUBAIOIINK TIEPCOHAN TOJKHBI OBITH 03HAKOMJICHBI CO CBOMM
YpPOBHEM  TIOJIHOMOYMM, a  TakkKe  OpPraHU3alMOHHO-PACTIOPSIUTEILHOM,
HOPMATUBHOW, TEXHUYECKON M HKCIUTyaTAllMOHHOM JOKYMEHTALIMEN, OTIPEAEIISIOIICH
TpeOOBaHMS U MMOPSAAOK 00pabOTKH MEPCOHANTBHBIX TaHHBIX B OpraHu3aum.

ObecnieueHne 6€30MaCHOCTH MEPCOHAITBHBIX JAHHBIX BO3MOXHO TOJIHKO MOCTIE
BBIPa0OTKH Yy TOJb30BaTeNIed ONpPENEICHHON KyJIbTYphl pabOThl, T.€. HOPM,
00s13aTENIBHBIX JJISI WCIIOHEHWS BCEMH, KTO paboTaeT ¢ HUHQPOPMAIMOHHBIMU
pecypcamu Opranmszaruu. K TakuM HOpMaM MOXHO OTHECTH 3alpEIIeHHUE JTHOOBIX
YMBIIIJICHHBIX WU HEYMBINIJICHHBIX JEHCTBHIA, KOTOPBhIC HAPYIIAIOT HOPMAJIBHYIO
paboTy KOMIOHEHTOB HWH(POPMAIMOHHBIX cucTeM OpraHu3aiyy, BBI3BIBAIOT
JOTIOJTHUTENbHBIE 3aTpaThl PECYpCOB, HAPYIIAIOT IEJIOCTHOCTh XPAaHUMOW U
oOpabatbiBaeMoOl HMH(OpMaIMK, HAPYLIAIOT UHTEPEChl 3aKOHHBIX IOJIb30BATENEH,
BJIAJICJIbIIEB WJIM COOCTBEHHUKOB.

Bce mnosb3oBaTenu uMHGOpMAIMOHHBIX cucTeM OpraHu3alMUIOKHBI OBITh
O3HAKOMJIEHBl C OPraHM3aIlMOHHO - PACIOPSIAUTEIbHBIMU JOKYMEHTAMHU IIO
oOecrieueHnt0 0€30MaCHOCTH TEPCOHATBHBIX JaHHBIX OpraHu3anuu, B YacTH, WX
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Kacarouleics, TOJKHBI 3HATh U HEYKOCHUTEIBHO BBIMIOJHATh MHCTPYKIMU U 3HATH
oOuue 0O0S3aHHOCTH MO OOECHedYeHHI0 0e30MacHOCTH IMEePCOHANbHBIX JaHHBIX.
JloBeneHune TpeOOBaHUM yKa3aHHBIX JTOKYMEHTOB JI0 JIUII, JOMYIIEHHBIX K 00paboTKe
3alUIIAeMbIX TEPCOHANBHBIX JaHHBIX, JOHKHO OCYIIECTBISATHCS MO POCIHCH.

6.11. OTBeTCTBEHHOCTb 3a HaApyLIEHW YCTAHOBJIEHHOrO IOpAJAKa
N0JIb30BaHUS pecypcaMy MHGOPMAIMOHHOU cucTeMbl OpraHu3alui.

Mepa 0TBETCTBEHHOCTH MEpCOoHaNa 3a ACHCTBUS, COBEpPIICHHBIE B HAPYIICHHUE
YCTaHOBJICHHBIX TIPaBWJI oOecredeHus 0e30macHoil paboThl € MEePCOHAIBHBIMU
JAaHHBIMU, JTOJDKHA OMPEEISITHCS HAaHECEHHBIM YIIEpOOM, HAIUYUEM 3JI0T0 YMBICIIA
U IpyrumMu pakTopaMu O YCMOTPEHHIO pyKOBoicTBa OpraHu3aiuu.

Jlnia peanuzanuy NpUHIUIA TEPCOHATBHON OTBETCTBEHHOCTH IMOJIb30BaTeNEH
32 CBOU JEHCTBUSA HEOOXOIUMBI:

—  WHIWBHAyalbHAs WACHTH(UKANMS IT0JIh30BaTeNIed W WHUIMUPOBAHHBIX
MMHU TIPOIIECCOB, T.€. yCTaHOBIIEHUE 3a HUMU uaeHTUuKartopa (login, Username), Ha
0a3e KOTOporo OyJeT OCYLIECTBISTHCS pa3rpaHUYEHHUE JOCTYNa B COOTBETCTBHUHU C
MPUHIIUTIOM 00OOCHOBAHHOCTH JOCTYTIA;

—  MpoBEpKa MOJIMHHOCTH TMOJib30Bareniel (ayTeHTU(UKalKs) Ha OCHOBE
MapoJeu;

— peakyuss Ha  NONBITKM  HECAaHKLUUOHUPOBAHHOIO  JOCTyIa
(curHasnusanus, 6JIOKUPOBKA U T.[.).

6.12. CpeacTtBa obecrneyeHUs: 6€30MaCHOCTHU NePCOHAJbHBIX JJAHHBIX

Hns  obecnedenust  uHPOpManMoOHHOW  Oe3omacHoctH  OpraHuzanuu
UCIOJIB3YIOTCS CJIEYIOIINE CPEJICTBA 3ALIUTHI:

—  (usuueckue cpeacTna;

—  TEXHUYECKHE CPEJ/ICTBA;

—  cpeAcTBa UACHTU(PUKAINK U ayTeHTU(UKAITIH TI0JH30BaTEIeH;

—  CpeiCTBa pa3rpaHUYEHUs JOCTYIIA;

—  cpencTBa 00ecreueHus: U KOHTPOJIS LEIOCTHOCTH;

— CpeICcTBa  OMEpPATUBHOTO  KOHTPONS W PETHCTpald  COOBITHI
0€30MacHOCTH.

CpeactBa 3alUThl  JIO/DKHBI NPUMEHSITbCS KO BCEM pecypcaM
MHQOPMALMOHHBIX cucTeM OpraHv3aluy, HE3ABUCUMO OT UX BUJAA U QOPMBI
npejcTaBJeHHus] MHPOpPMAIUKU B HUX.

6.12.1. dusryecKue cpeACcTBa 3alUThI

duznueckre Mepbl 3allUThl OCHOBAaHbI HAa TMPUMEHEHHH Pa3HOro poja
MEXaHUYECKUX, DOJCKTPOHHBIX WM DJIEKTPOHHO-MEXaHHUECKHX YCTPOHCTB U
COOPY)KCHHI, CIEeUUadbHO TMpEeAHA3HAUYCHHBIX I CO3MaHHUS  (UBHUYECKUX
MPEIATCTBUNA Ha BO3MOJXKHBIX ITYyTSAX MPOHUKHOBEHUS W JIOCTYIA IMOTCHITHATBHBIX
HapYIIUTEICH K KOMIOHCHTAM CUCTEMBI M 3aIlAIIAEMbIM ITEPCOHAIBHBIM JITaHHBIM, a
TaKK€ TEXHUYCCKHUX CPEJICTB BH3yaJIbHOTO HAOJIOJACHUS, CBS3M M OXPaHHOU
CUTHAJIM3AIIIH.

s obecrnieueHust buznyeckon 0€30I1acHOCTH KOMIIOHEHTOB
uHOpMAITMOHHONW cucTeMbl OpraHu3alii  HEOOXOJUMO OCYIIECTBISATH  PSIl
OpPraHW3allMOHHBIX M TEXHUYECKHX MEPONPHITHI, BKIIOUAIOIINX: IMPOBEPKY
00opy1oBaHusl, MPEAHA3HAYEHHOTO 7151 00pa0OTKH MEPCOHANBHBIX TaHHBIX, HA:
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—  HaJuy4Me CHelHalbHO BHEJIPEHHBIX 3aKJIA/IHBIX YCTPOUCTB;

—  BBEJCHHUE JOMOJHUTEIbHBIX OrPAHUYEHUIN IO JOCTYMY B IOMEIIEHUS,
MpeHa3HAYCHHBIC ISl XpaHEHUS 1 00paObO0TKM MEPCOHATBHBIX JaAHHBIX;

— obopyaoBaHHMe cMcTeM HHPOpPMATU3aAL UM YCTPOUCTBAMHU 3ALLUTHI OT
c60€B 3JIEKTPONUTAHHUSA U IOMEX B IMHUSX CBA3U.

6.12.2. TexHu4eckue cpeacTBa 3alMUThI

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MeEphl 3allUThl OCHOBaHbI Ha
WCIIOJIb30BAaHUU PA3IUYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CHEIMAIIBHBIX MPOrPaMM U
BBITIOJIHAIONINX (CAMOCTOSITEIbHO WJIM B KOMIUIEKCE C JIPYTUMU CPEJCTBAMH)
byHKIMA  3ammThl  (MACHTH(PUKANMIO W  ayTeHTU(HKAIMIO TOJh30BaTeleH,
pasrpaHUYCHUE JOCTYIa K pecypcaM, pEeruCTpaIiio COOBITHH, KpUlTorpaduaeckoe
3aKphITHE UHOOPMALIUM U T.1T.).

C yderoM Bcex TpeOOBaHWI M NPUHLMIOB oOecreyeHus: 0e30MacHOCTH
MEePCOHAIBHBIX JAaHHBIX MO BCEM HAIPABIICHUSIM 3alUTHI B COCTaB CUCTEMBI 3allUThI
JIOJKHBI OBITh BKJIFOUEHBI CIICAYIOIINE CPEICTRA:

—  CpeICTBa pa3rpaHUUYCHHUS JOCTYIA K JaHHBIM;

—  CpelCTBAa PETUCTpaIlMM JOCTyNa K KOMIIOHEHTaM HWH(GOPMAIIMOHHON
CUCTEMBbI U KOHTPOJIS 32 UCTI0JIb30BaHUEM MH(OpMAIINH;

—  CpeACTBa pearupoBaHUsI HAa HapyUIEHUS pexuMa HHPOPMAIMOHHON
0€30IacCHOCTH.

Ha texHuueckue cpeacTBa 3alllUThl BO3JIATAe€TCsl PEIICHUE CIEAYIOIINX
OCHOBHBIX 33/1a4:

—  wACHTHU(UKAIUS U ayTeHTU(PUKAIMS TOJIb30BaTeNIel MPU MOMOIIN UMEH
WM CHeIUalbHBIX amnmapaTHbeix cpeactB (Advantor, Touch Memory, Smart Card u
T.1L.);

—  peryiaMeHTalus ¥ ynpaBjeHHEe JTOCTYNOM IOJIb30BaTeNIe B MOMEIICHMUS,
K (U3HYECKUM U JIOTUYECKUM YCTPONCTBAM;

— 3amMTa = OT  TIPOHUKHOBEHUS  KOMIBIOTEPHBIX  BUPYCOB U
pa3pyLIUTEIBLHOTIO BO3AEHCTBUS BPEJOHOCHBIX MTPOTPAMM;

—  perucTtpanus BcCeX ACUCTBHUI MOJIb30BATENsl B 3AIUIICHHOM >XYypHAale,
HaJIMYue HECKOJIbKUX YPOBHEHN pErUCTPALINH;

—  3alMTa JIaHHBIX CUCTEMBI 3alllMThl Ha (ailJloBOM cepBepe OT JA0CTyma
MoJIb30BaTeNIe, B YbHM JIOJKHOCTHBIE OOS3aHHOCTU HE BXOJIUT padota ¢
nH(pOpMaIK, HAXOIAIICICS HA HEM.

6.12.3. CpeactBa uAeHTUOUKALMU W ayTeHTUPUKALUU
[0JIb30BaTeJIer

B nensx npenotBpaiiienus paboThl ¢ pecypcamMu MHOOPMAIIMOHHBIX CHUCTEM
OpraHu3alMunoOCTOPOHHUX  JIUIl  HEOOXOAUMO  O0OECHeYuTh  BO3MOXKHOCTH
pacro3HaBaHMUs KaKJOTO JIETAJIbHOTO IMOJb30BaTesl (WJIM TPYMI MOJib3oBaTesei).
Hns  waeHTHPUKAIMM  MOTYT TPUMEHSTBCA PaA3IMYHOIO poJa  YCTPOMCTBA:
MarHUTHbIE KaPTOUYKH, KIIOUHU, KIIFOYEBbIE BCTABKH, IUCKETHI U T.1I.

Aytentudukarnus (MOATBEPKICHUE TOIMHHOCTH) TIOJIh30BaTENEH TaKKe
MOXET OCYIECTBIISITHCSA:

—  TyTeM MPOBEPKU HAIMYMS Yy TOIH30BATENCH KaKUX-THOO CIEelragIbHBIX
YCTPOMCTB (MAarHUTHBIX KapTOUEK, KIFOUEH, KIIFOUEBBIX BCTABOK U T.]1.);
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—  IIyTeM MNPOBEPKH 3HAHUS UMU MAPOJIEH;

— IyTeM MpPOBEPKH YHUKAJbHBbIX (U3UYECKHMX XapaKTePUCTUK U
napaMeTpoB  CaMUX  [0Jib30BaTeJed  IpU  NOMOUKA  CIeLUaJbHbIX
OMOMeTpHUYEeCKUX YCTPOUCTB.

6.12.4. CpencTBa pa3rpaHuyeHus 4OCTyIaA

30HBI OTBETCTBEHHOCTH U 3aJ1a4M KOHKPETHBIX TEXHUYECKUX CPEJCTB 3AIUThI
YCTAHABIMBAIOTCA HUCXOAS W3 MX BO3MOXHOCTEHW M  3KCIUTyaTallMOHHBIX
XapaKTEPUCTHUK, OMMCAHHBIX B JOKYMEHTAIIMH Ha JTAHHBIE CPEJICTBA.

TexHnuecKue cpeacTBa pa3rpaHUYEHUs JOCTyNa AOJKHBI MO BO3MOKHOCTU
OBITh COCTABHOM YaCThIO €IMHOW CUCTEMBI KOHTPOJIS IOCTYyNA!

—  Ha KOHTPOJHMPYEMYIO TEPPUTOPHIO;

— B OTIEJbHBIE IOMELIEHUS;

— K KOMIIOHEHTaM HH(OPMAIMOHHON cpeapl OpraHu3zaluuu 3J€MEHTaM
CUCTEMBI 3aIIUThl IEPCOHAIBHBIX JaHHBIX ((PU3MUECKUI AOCTYN);

— K “H(QOpMaMOHHBIM pecypcaM (JOKyMEHTaM, HOCUTEJIIM MH(POpMalnH,
¢aiinam, Habopam TaHHBIX, apXUBaM, CIIPaBKaM U T.1.);

— K aKTHBHBIM pecypcaM (IPUKIAIHBIM IPOrpaMMamM, 3a/ia4aM M T.11.);

— K OllepalMOHHOW CUCTeMe, CUCTEMHBIM IIpOrpaMMaM U IporpaMmam
3alLUTHI.

6.12.5. CpeacTBa obecniedyeHUsI U KOHTPOJIA 1eJI0CTHOCTH

CpencrtBa obecnedeHHs] LEJOCTHOCTH BKJIIOYAIOT B CBOWM COCTaB CpEACTBa
PE3EPBHOTO  KOMUPOBAHMS, MPOTrpaMMbl AHTUBUPYCHOW 3alUTBI, MPOrPAMMBI
BOCCTaHOBJICHUS 1I€JIOCTHOCTH OIEPAIMOHHON cpeibl U 0a3 JaHHBIX.

CpencTBa KOHTPOJS LETOCTHOCTH HWH(POPMALMOHHBIX PECYPCOB CHUCTEM
NpeIHAa3HAYEHBbI 111 CBOEBPEMEHHOTO OOHAPYKEHUs MOJIM(DUKAIIUN UITN UCKAKEHUS
pecypcoB CHUCTEMBI. Onu MO3BOJISIFOT o0ecrneynTh MPaBUILHOCTD
(GYyHKIMOHUPOBAHUSI  CHCTEMBl  3aIIUTBl W LEJIOCTHOCTh  XpaHUMOM U
oOpabatbiBaeMoii HH(pOpMAITUK.

KonTponbs 1enocTHOCTH WHGOpPMalMKU U CPEACTB 3alUTHI, C LEJIbIO
o0ecrieueHrss  HEU3MEHHOCTM  HMH(OPMALIMOHHOW  cpeabl,  ONpeessseMoil
MPETYCMOTPEHHON TEXHOJIOTHEH 0O0paOOTKH, W 3alUThl OT HECAHKIITMOHUPOBAHHOM
MOAM(UKAIINH TTEPCOHATBHBIX IAHHBIX JTIOJDKEH 00€CTIeunBaThCS:

—  CpeICTBaMM pas3rpaHUYeHHs J0CTyna (B MOMELIEHUs, K JOKyMEHTaM, K
HOCHUTEJISIM HH(POpMaLIUHU, K cepBepam, JIOTHUECKUM YCTPOMCTBAM U T.I1.);

—  CpeICTBaMH JIEKTPOHHOW MOIIUCH;

—  CpeAcCTBaMM NojcYeTa KOHTPOJIbHBIX CyMM (AJi HMCI0JIb3yeMOTo
IpOrpaMMHOI0 o6ecredyeHusl).

6.12.6. CpeacTBa onepaTUBHOIO KOHTPOJISI U PETUCTPAIUU COObITHUI
6e30MacHOCTH

CpenctBa 00ObEKTUBHOTO KOHTPOJIS JIOJKHBI 0OecreurnBaTh OOHApYy>KEHUE U
perucTpainyio BceX COOBITHH (IecTBui mojb3oBatrened, monbiTok HCI u T.11.),
KOTOpBhIE MOTYT TIOBJIeYb 3a Cc00O HapylleHHe Oe30MacHOCTH U TPHUBECTH K
BO3HMKHOBEHUIO KPU3UCHBIX CHUTyauud. AmHamu3 coOpaHHOH CpeacTBaMu
peructpanuu HHGHOPMaLIMU MO3BOJIAET BBIIBUTH (DAKThl COBEPIICHUS HAPYIIECHUH, UX
XapakTep, MOJICKa3aTh METOJ] €0 PaccieIoOBaHUs U CIIOCOOBI OMCKA HAPYIIUTENS U
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ucnpasieHuss cutyauuu. CpeacTtBa  KOHTPOJISI M PETUCTPALMU  JOJDKHBI
IIPEIOCTABIISATH BO3MOKHOCTH:

— BEIEHUS U aHalu3a >KYpPHAJIOB PErUCTpallMu COOBITUH O€3011acCHOCTU
(cHUCTEMHBIX )KypHAJIOB);

—  TOJly4eHHsI TBEPJIOM KONMM (I€YaTH) >KypHaJla PErHcTpaluy COOBITUHI
0€30IIaCHOCTH;

—  YHOpSAAOYEHMS KYpPHAJIOB, a TAKXKE YCTAHOBJIEHHSI OTPAaHUYEHUN Ha CPOK
UX XpaHEHUs;

—  ONEPATUBHOTIO OINOBEIICHHS OTBETCTBEHHOI'O 3a OpPraHU3aluio 00paboTKu
NEPCOHAIIBHBIX JJAHHBIX O HAPYIICHUSIX.

[Ipu peructpauuu coObITUH  O€30MACHOCTH B  KypHaJie JOJDKHA
(UKCUpPOBATHCS CAEAYIOMIAs] HHPOPMALIHS:

—  JaTa ¥ BpeMms COObITHUS;

—  WJEHTU(PUKATOp  CyOBEKTa,  OCYIIECTBISIOLIEIO  PErHCTPUPYEMOE
JICHCTBUE;

—  jedicTBue (TUI AOCTYIIA).

6.13. KoHTpo/1b 3¢ PpeKTUBHOCTU CUCTEMBI 3aLUThI

KoHnTponb 3pPexTHBHOCTH 3alUThI IEPCOHANBHBIX JTAHHBIX OCYILECTBISETCS
C LENBbI0 CBOEBPEMEHHOI'O BBIABICHMS M IPEIOTBPAILICHHS YTEUKH MEPCOHAIBHBIX
JAHHBIX 3a CYET HECAaHKUMOHMPOBAHHOI'O JOCTyNa, a TaKKe NpPEeILylpeKICHUs
BO3MOXHBIX CHELUAIBHBIX BO3JCHCTBHM, HANpPABICHHBIX HA YHUYTOXEHUE
NEPCOHANIBHBIX JIAHHBIX, pa3pylleHne cpeAcTB nHpopmaTuzaunu. KoHTponb MoxkeT
NPOBOJUTHCA NPUBJICKAEMBIMU JJIi 3TOW UEAM OpraHu3alusMH, HWMEIOIIUMA
JULEH3UIO Ha 3TOT BUJ ACSTEIbHOCTH.

OueHka 9(¢$eKTUBHOCTM Mep 3aUldTbl MEpPCOHAJbHBIX JAaHHBIX
IPOBOAUTCA C MCHOJIb30BaHUEM TeXHUYEeCKUX U INpPOrpaMMHBIX CpeJCTB
KOHTPOJIS HAa IpeJMeT COOTBETCTBUS YCTAHOBJIEHHBIM TPEOOBaHUSIM.
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